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 INTERIM REPORT TO THE NSA CLASSIFICATION ADVISORY
* PANEL BY THE AD HOC COMMITTEE REGARDING CLASSI-

FICATION AND RELEASE-OF_INFORMATION

INTRODUCTION

1. The ad hoé Committee was.constiﬁuted at the.;3 Mé;ch 1958 meeting
of the NSA Classification Ad§isory'Panél.. The ad hoc Commiftee wag estab-
lished pursuant.to a-request made by the Chief of Staff to'thé Panel that
they recormnend bolicy, procedures and guidéhce, for NSA, regarding.the
Iciassification and-feiéase of';nformatioﬁ.__The ad hoc Committee, hereinafter
refe;red to as the Committee,'is compriééd of nominated representatives from
PﬁOD, AG; PERS, and SEC. |

2. During ﬁhe initiai_ﬁhase, the_Committee limited iﬁs consideration
to thg scope of felease 6f unclassified material and to those peripheral
areas of “information'about COMINT" tﬁay are argumgntative as to their
.classification, but believed to.ﬁe germane to the problem.

‘BACKGROUID | |
.1. USCIB Directive Number 16 is the basic dpcument used within the _

- COMINT Communify to determine the classificatioﬁ éhd handling of "information
about COMINT". The Directive is broad and general ip its policy guidelines
énd approachs the problem by prescribing, in anne# form; the procedures for
handling and the criteria for classifying:_ |

a. Information about COMINT that must be handled within COMINT
Channels only, | -

b. Information abouﬁ COMINT that may be handled outside of COMINT
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channels, if necessary, and
c. Documents contalnlng informatlon about COMINT activities
with a clgssxflcation-from UNCLAoSIFIED to TOP SECRET.

2. As the Directive is broad and genéral in its policy guidelines,

it is subject to interpretation by_the reader, and past ekierience has

uade it obvious thaﬁ.reasonable men can arrive at aifferent conclusions
when applylng the broad policy to spec1fic problems.

3. The cryptologic services, through their parent organizations,
have éqgal'representatlon on USCIB, and, therefore, it is within their
peRviev £6 inferpret USCIB Directive KNo. 16 as a matter of command pferogative.
Only when the Director, NSA, issues instructions,.in Circular form, to the
cryptologlc services under hié operational and technicél control is their
discretion limited. |
APPROACH

The approach adopted by the Committee is to remain within the letter

and spirit of USCIB Directive No. 16 by developing a.classification policy

which is legally supportable, yet reallstic and by developing a policy
regarding'the release of informatlon where such release would accrue a benefit
to NSA. ' )
DISCUSSION

1. "USCIB Direci-.ive No. 16 defines Information about COMINT Activities
as" that information which reveals, directly or by implication, the existence
of any.activity directed toward the.extrgction of intelligence from the.

communications of a foreign government but does not reveal actual success,
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progress,.or'procesaes in the production of COMINT."
2.- Informatiop ébout COMINT activities may be clessified or unclassified.
This is verified by the fact that Anne: III, USCIB Directive No. 16, which
provides Ciassificatipn Guides for documents containing information about
COMINT activities has a range from UNCLASSIFIED to TOP SECRET.
- 3. Classlfication is determined by content includlng the extent of

revelation of COMINT activities The extent of revelation will be determined

_ in each 1nstance by & Judgement as to:

a. the sensitivity of the COMINT activity revealed or the
category of COMINT ?nvolved

b.. vhether the information is genefal or specific, and

c. whether the révelation concérns past activities only or
would affect current activitles |

L. Anne: III of USCIB Directive No. 16 is the classification gulde for
documents containing information about COMINT activities. The Committee
believes that several of the.iliustrative guides themselves are in need of
clarification priof'to'evolving a pqlicy regarding the problem area., From
a discﬁssion of the_terms used in several of the guides the Committee
developed some basic conclusians. _

5. The first guide which the Committee considered was paragraph (3),
Section III, Annex III under the heading CORFIDENTIAL; "Asgociation of broad
COMINT functions with specific activities and persons by name -other thah with
the National Sgcurity Arency as a ﬁhole, Navy Security Group as a whole, Army -

Security Agency as & whole and Air Force Security Service as a whole (which

-3-
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may be considered UNCLASSIFIED; however such association in unclassified
_correspondence should be discouraged) |
6. By discussing the above terms the Committee determined that:
a. "broad CQMINT?functions" may be defined as:

(1) -interception of communications of & foreign

government _

(é) -traffic.analysis of communications of a foreign
government o

(3) cryptanalysis of communications of a foreign government . -
and

(4) extraction of intelligence from communications of a
foreign government. _
‘b, "specific activities" may be defined as
(1) subordinate elements of NSA excluding the NSA Field
Activities | |
| (2) subordinate elements of the U. S, Army Security Agency
excluding“intermediate field headquarters.
(3) subordinate elements of the Navy Security Group
excluding intermediate field headquarters
(h) subordinate elements of the Air Force Security Service.
c. 'persons by name"
(1) named civilian employees and
(2) named military assignees

7. Since the only prohibition against association of "broad COMINT
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functions" is with "specific activities and persons by name" (which is

CONFIDENTIAL) and since it is affirmatively stated the association of those
functions with NSA, etc. as a whole is UNCLASSIFIED, the following is a legal,
unclassified statement of part of the.mission of NSA:

! o
"The COMIITT mission of the National Security Agency is the interception, -

t;affic analysis, cryptanalysis-and ettraction of intelligence from
communlcatlons of a foreign government."
8. .The Committee maintains that the above statement of part of the
mission of" NSA would be unclassified until the words "a foreign government"
are replaced by the name of_a.snecific countr& (e.g. Netherlands, etc.).

K At such time the mission stotement WOuld'be classified at leest CONFIDENTIAL'
when the country involved.is a recognizea potential enemy (e.g. countries in
the Soviet Bloc) and at least SECRET.Vhen.any other country is involved.

9. H0wevem, tnefdommittee does_not recommend the adoption of the
mission statement in paragraphuf coove, because, again in the words'of
.-paragmapn.(j); (see.pana. 5, supra);i"such-association in unclassified
conrespondence should be diacouraged." It 15 noted that the association of
the COMINT functions in.official unclassified correspondence is only dis-
couraged and not pnonibited; therefore; such associution may be revealed when
required. |
.10. The'Committee does recommend that the following be sdopted as the
unclassified mission of NSA:
”:"The Mission of the National Security Agency is communications intelligence,

communications security and research and ﬂevelopment in the general field of
"o-
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communications." This statement is less specific but will suffice for most
needs. It is completely supportable for the following reasons:
a. The words communications ihtelligence or their abbreviation
COMINT is not a statement of & "broad COMINT function". Thus, its unclassified
_ uée 1s neither discouraged nor prohibited by the Directive.
" b. Under para-(h);'Section IV, Annex III the terms communicotions
intelligence and COMINT are cilted as UHCLASSIVIED |
11. Confining itself to the application of the above conclusiOns and,

recommendations to some of the problems 1mmediately at hand, the Committee

" discussed: o _ I

a.'fProblems relotihg_to_PERS Activities which sre manifest in two
major areas:
(1) What a recruiter can discuss with prospective employees.
What PERS can include in the contents of brochures, pamphlets, etc. to be
distributed to colleges and universities. (See Appendix "A")
(2) what PERS ca.n.ind:icate on individusl job titles and
Job descriptions whlch ‘are iorwarded to the Civil Service Commission pursuant
'to the Classification Act of l9ﬁ9, without v1olating either para (J), Section
111, Annex III of USCIB Directive No. 16 nor violating the statutory require-

ments of the_l9ﬁ9_cléssificatioo Act. (See Appendix "B")

b. Problems relating to TNG Activities which are manifested in at
_least the following;areas:
" (1) Can TNG provide_uﬁclacéified_certificates of completion

of courses dealing with "broad COMINT functions" (e.g. traffic anaylsis and

6-
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. cryptanalysis) particularly when this associates "persons by name" with
"broad COMINT functions"? | |

(2) What can TNG relate in correspondence to national and
foreign institutions of higher learning when seeking to make arrangements
for language and/or.area orientation éourses, etc. for NSA employees?

'¢. Problems relating to AG Activities on what type of orders

(NSA, DOD, etc.) should an NSA employee travel overseas to either a foreign
university or for TDY visits to the cryptologic units.

d. Problems of General Applicability

(1) what may an individual éay about his association or
-employment with KSA to his.immediate family, to social contacts, to
professional contacts? |
| (2) Whéﬁ tﬁe employee writes an unclaqsified article for
publication in a professional or technical Journal may he indicate that he
is employed by NSA? May he relate the article to an unclassified NSA
qperatién? - |
| (3) What may the employee tell a prospective fﬁture employer
about his position and duties whilé employed w;th NSA?
' | (4) What limitations.muét be observed by NSA employees who
are gttending meetings or conferences of préfeésional or technica; organizations?
~(5) what types of written information may be released to
é profession or technical organizatioﬂ of which the Agency or an §mployee is

a member?

. (6) What should be the cover, if any, for cryptologic
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activities located on.foreign 80117 |
(75 Whet are the criteria for the application of the legend
"HANDLE VIA COMINT CHANNELS ONLY".

12, These are merely some of the surface problems that are readily rec-
ognizable to the members of the Comnittee as be ng in need of solution. There
are meny more problems which are pvesnnt-and should be resolved'while the
Committee is constituted In order to'accumulate this information, it is
reupectfullj requested that each element represented on the Panel be querried
and that problem: developed be communicated to the Committee.

'l3.h The next.task of the_Committee will be to formulate and recommend
to the Adwisory Panel.hroad policies poverning the release of information in
the situations listed in paragraph 11. To pr0vide for implementing those
pol ‘cies, the Committee Wlll prepare and suhmit to the Advisory Panel draft
statenrents of . puidance. These statementstwill apprise NSA personnel of the
nature of the informatibn which can_be_released and the criteria which must
be met prior to releasing this information- The Committee will then recommend
what procedures must be established for those situations in which strict
control over the release of. information is warranted It will recommend

" the types of media in which policy, guidance and regulatory provisions should
be published. In addition, the Committee will recommend the means by which
the monitoring ofinew directives, regulations and agreements can be effected,
and establish a_policy for maintaining Agency publications on & current basis.
It will suggest the office vwhich should be made responsible for these functions

and will be assigned supervision for the program as & whole. Finally, the

-8-
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Committee wili determine the extent to which coordination of Agency policy

with the Service cryptologic agencies is necessary and also the means by

Pl -

which such coordination should be acconplished.

14, It is not possible at this time to calculate accurately the period
of time which the Committee will require for carrying out_all of its objectives;

however, it is estimated that the activities set forth above will consume a

minimum of six months.
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PROBLEM:  What a recruiter can discuss with prospective

employees and what PERS can include in the

contents of brochures, pamphlets, etc. to be

distributed to colleges and universities.
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PROBLENS What.a.récruiter can discuss with prospective employees and what

PIERS can include in the contents of brochures, pgmphlets, etc. to

be distributed to collegeé and universities.

DISCUSSION:

1. In order to recruit personnel in needed quantity and of the quality
required by the Agency, it is essential that as far as 1s possible and prudent,
sufficient information be furnished job applicants so that either:

a. The- desirable applicant of good NSA potential can be induced
to join NSA, or |

b, The spplicant with interests which are inappropriate to NSA
will not appl&.

2. Arency recruiters conduct their interviews with job applicants under
at least two broad, diifering sets of conditions:

a. Under a sct of conditions where the college is in control of the
place and len;th of interview and where the recrulter must conform to whatever
conditions, howeveg/ limittﬂ%f are imposed on him in an interview situation.

b. Under & set of conditions which are, in general, controlled by
the recrulter in such aspects:as selecting the place of iﬂf!ﬁwi;;, the length
of time the interview takes, and the amount of corollary materisl he has avail-
able regarding the specifics of the varied jobs available.

3. UWhere the recruiter must operate under conditions controlled by the
colleges, he usually has such a short time awﬁlabi;-to him with an epplicant
that he motivates his entire interview toward obtéining information about the
applicant rather than in imparting any information about NSA. The latter job is
done in toto by the brochures which are distributed to selected colleges early in

each academic year. These are the Educational Testing Service announcement of

APPENDIX "A" [T m
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the NSA Professional Qualification Test, and the "Careers Unlimited" and
"Opportunities Unlimited" brochures prepared by NSA and previously approved by
the Advisory Panel.

a. The brochures are desipgned to acquaint the prospective employee
generally coﬁcerning the mission of NSA and its personnel needs, the opportunities
and benefits whiéﬁ employment at NSA would afford him, and the environment in
which he would work and live. The effectiveness of the brochures depends upon
their affording enourh information about'the Arency and its work to attract the
interest of persons who, as a result of their academic backgrounds, posses the
skills or the aptitudes which the Agency's operations require,

b, lMatters such as leave and insurance benefits, personnel policies,
and a superficial description of tﬁe NSA Operations Building and its facilities
are set forth in specific terms. The brochures outline the general qualifications
prerequisite to cimployment at NSA and the testing programs administered to
prospective employees. They discuss the several training programs aveilable
to NSA personnel in uiore or less detailed terms, the degree of detall depending
upon whether or not the discussion reveals that the program involved is cryptologic
in nature. The descriptions of training prograns relating to the sciences or

" to supervisory developuent contain outlineé of curricula. Those concerning
languages are gquite pgeneral., Courses in p:xptanalysis and traffic analysis
ére not discussed.

c. The brochures oﬁtline the types of éafeérslavailable to engineers,
mathemnaticians, and phyéicists, describing in specific terms the various fields
of technical and scientific study of primary epplication to KSA operations. They
describe in general terms the careers available to language and liberal arts
majors., In the discussions ol career cpportunities, the brochures reveal the

types of skills which are of greatest value to the Agency.
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d. It is with regard to the discussions of careers and skills
that security considerations impose restrictions upon the degree of detail
of information that cen be released. Hany of the engineering, mathematical,
and sclentific skills are requirgd for other than COMINT activitles. Even
in those cases in which they are part of or related to COM;NT activities, the
Agency's needs cen be and are described rairly specifically without revealing
that relationship. On the other hand, the needs of the Agency for languege
majors and minors and liberal arts graduates are set Hrth in'very_genéral
terms. For cxample, needs with repard to specific languages are not ldentified
but are'only suggested by the use of broad georraphic terms. Language aptitude
is stressed_instead. The descriptions of the types of positions in the linguilstic
and  research analytic fields are couched in very general terms.

e. In interviews 1n which the conditions are imposed by the college,
the only information about the Agency, in addition to that contained in the
brochures, which the applicant is told is that which concerns conditions of
employment, training agreements and the security clearance requirements,

4. Where the recruiter controls the conditions under which the interview
is conducted, he usually has time to both acquire the necessary information
sbaut the applicant and to discuss in unclassified terms the work of the Agency
for which that applicant is being considered., The epplicant will already have
had access to the brochures. Although the general information about the Agency
contained in fhe brochures is useful to an espplicant, he is usually most interested
in finding out where in the Agency's operations he, with his background and
skills, would fit. Copsequently, in dealing with those applicants the recruiter
particularly Qants to attract, th; recruiter finds it necessary to describe
in the greatest detail possible, commensurate with security policies, the types

of jobs available and to answer satisfactorily the questions which his remarks

L
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prompt. At present, the recruiter is governed by policies established
ty the AG for PERS in December, 1%53.
RECOLMMENDATIONS:

1. The comnittee, after apprising itself of the factors and circumstances
which make necessary the releasé.of information about the-Agency to prospective
enployees and applying the restrictions upon the release of information sef
forth in U3CIB Direcfive llo. 16, as interpreted by the Committee, récommends
that the following guidelines be adopted to govern the release of information
to prdspective erployees. 'Thesc 5uidclines appear to be exhaustive with respect
to cﬁrrent needs as evidenced ﬁy the brocimres presently in use.

a. Drochures, pamphlets and other forms of recruitment literature:

(1) HMay reveal that the mission of the National Security Agency.
is communications intelligence, coumunications security and research and
development in the general field of cormunications.

(2) liay discuss fully such matters as leave benefits and
policies, insurance and retirement programs, personnel policies with regard-
to working hours, types of apnointinents, salaries and promotions.

' JCS€eC

(3) tey reveal the location of the NSAy describe generally
the NISA Operations Building, facilities and equipment, and discuss fully the
cormunity life in areas sur;ounding 't. leade and recreational activities
sponsored bty tne Agency.

(4) nay state any genecral qualifications which all Agency
employees must meet, includin;; the fact that applicants are subject to a
character and loyalty investigation and a polygraph interview and must be

cleared prior to being granted access to classified information.

(5) 1liay describe fiully carcer opportunities with respect to

administrative functions.
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(6) lray reveal the types of skills required by the Agency together
with descriptions in zeneral terms of the kinds of duties which employees
having those skills perform, except that no skill which is exclusively
cryptologic in nature may be mentioned and descriptions of duties nay not.
reveal their application to COMINT activitiesf Interest 1n specific languages
may not be revealed obut requirements for linguists may be stated in terms
of broad gcog;aphic arcas. The Apency's need fof non-linguist liberal arts
majors-for.research analytic and report writing positions may be revealed,

(7) VNay describé the dut;es performed by linguists and research
analysts in general terms, cicept that there may be no indication that those
skills are employed for, or in support of, the production of COMINT.

(8) tay describe technicai.career opportunities fully, including
therein identilfication of the specific fields of study and research which ére
of primary appllcatlon to the Aiency's functions except where such a description
would reveal 1nterests which are relevant peculiarly to COMINT activities.

(¢) Nay revéal the types of equipment available to engineers and
scientists Tor rcseaféh, testing, ané.data processing purposes, e:cept for types
of equipment which can be used only in COMINT or COMINT related operations.
Figures concerning the extent of the holdings of various types of equipment
may not be revealed, even approximately.

(10) Must adhere, with regard to treining matters, to the
following standards:

(a) Courses in sciénce, mathematics, and engineering
1ncluding computer engineerx ing, may be described fully except where such

=L Vu CA,/{__( C
description would reveal e;pligitlx_g__;mplicitlahihe application of the

b subJject matter by IiSA to COMINT operations.

T
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(b) Courses in supervisory and executive development
may be discussed fully.
| (c) Qoliegc training prograns may be discussed fully.
_(d) Courses in cryptanalysis and traffic analysis may
not be mentioned.
(e) The fact that }SA conducts.1angh;ééhcourses may
be revealed. The languages involved may not be.identified specifically
but may be suggested by the use of broad geographic or other terms which
do not imply an interest in a given country. Information regarding teaching
nethods and aids used may be included.

b. A recruiter, when it is appérent that a promiging applicant's
interest in the Agency can be sustained only by amplification of the information
furnished him in the brochures,.ﬁay revaal in further discussion the following
information, if eppropriate:

| (1) The pgeneral field of the work for which applicants are
sought is cryptanalysis, including the production of intelligence from foreign

P

conmunications.
- -

(2) Although HSA linguists are concerned primarily with the
translation of written materials, they must have an excelleﬁt understanding
of a language in order to support cryptologic activities effectively,

(3) (Further study is being made as to vwhat may be said
about jobs regarding mathematicians. PIERS, PROD and R/D are now working on
this problem. The committee is temporarily deferring recommendations in this
area pending completion of the PERS study.) DMathematicians would apply their

knowledpe of mathematics to cryptologic problems, utilizing not only appropriate

technical dcvicés but also considerable originality and analytic imagination.
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PROBLEM: What individual Job titles and job descriptions
can PERS use on documents which are forwarded
to the Civil Service Commission pursuant to the
Classification Act of 1949, without violating
paragreph (Jj), Section III, Annex III of USCIB
Directive No. l6Inor violating the statutory

requirements of the 1949 Classification Act.
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PROVLIEM: Wnat individual job titles and job descripiions can PERS use on
docuulents which are forwarded to.the Civil Service Commission pursuant
to the Classification Act of 1949, without violating paragraph (J),
Section III, Anne III of USCIB Directive lio. 16 nor violating
the statutory requiremcnts of the 1949 Classification Act.
DISCUSSICH: |
1. "The requirements of the Classification Act of 1949 and the requirements
of USCIB 16, with respect to the use of certain job titles (e.g. Cryptanalyst
(FL), Supervisory Cryptologic Linguist, etc.) are in apparent conflict.
2. Under the pro.isions of the Classification Act of 1949 the Agency is
required to use - wvhere they apply - the oc.:upational codes and titles as

contained in Civil Service Commission Position Classification Standards. Changing

ile job title [rom one which may be considered classified to one which is covert
and innocuous does not s0lve the conflict:_ tlie appropriate series code numbers

for such titiecs as Cry»toanalyst remain whether the job title be listed as Crypt-

analyst or lesecarch Specialist or whatever title may be invented. On the other

hand, the USCIB Directlive does not permit the unclassified associﬁtion of an
individual with a uajor COIIINT function. Such an association is made when
Johin Jones, ISA employee, is listed on a request for (or notification of)
Personnel Action, as being - for instance - a Cryptanalyst. |

3. Undér the Classification Act of 1949 and Public Law 313, NSA is
required to forward Job de;criptions for its "super gradg” and PL 313 positions
to the Civil Service Cohmission for their approval. Recently a question arose
whether thesc job descriptions, because of their content, should bear the
legend "HAKDLE VIA COMINT CHANWELS". The abqve job descriptions are personally

handled by the Direéctor of the Civil Service Commission who is not indoctrinated.

APPENDIX "3" N
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There are several methods of approaching this problern.

a. Requirc PERS to prepare the job descriptions so that they will
not contain 'intormation about COMIKT".

b.: Indoctrinate the Director ol the Civil Service Cormission and
forvard the Jjob descriptions marked "HALNDLE VIA CCHINT CHANNELS".

c. Do.not indoctrinate the CSC Director and c;;rcise the authority
provided.in Bection III, paraéraph 1b, of USCIB Directive No. 16 and remove
to "HANDLE VIA COMINT CHANKELS" legend from the job description prior to
forwarding. -

PERS advises that (a) is iwpractical, as they must provide sufficlent details
in order to Justify the establishment of the position. At first blush, the
approach sugrested in (b) above, would seem appropriate; however, the clearance
and indoctrination procedure would not Justify the narginal gain to be ﬁchieved.
Tue CSC Directiorn in receiving only job descriptions, 1s receiving far less
sensitive information than many DOD and Congressional Officials who are recipients
of documents :uch more deservin; of having the "HAEDLE VIA COMINT CHANNELS" legend.
In these latter instances the Agfency e.cercises the authority cited in paragraph
(c), supra, and the Comittee recommnends this approach insofar as job desériptions
are concerned. It should be kept in mind thaﬁ these job descriptions are not
lcavins: NSA unclassified but are leaving with the netional classification
eppropriate to their contents, arc handcarried by the Assistant Director of
FIRS, and are retu.med to 1i3A for retention.

RECOLT-YIDATION

1. Job Titles. The current Asency policy of using job titles as
specified by the CSC is appafently ti:e result of a decision taken in accordance
with paragrapn 1b, Section III, of ﬁSCIB Directive Lo. 16. The Comiittee

feels that the current Agency pplicy.with respect to using these job titles
{ t S e

2
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on Form 50s be continued. Pending legislation tb ezempt NSA from the
Classification Act of 1949 will, if passed, tend to solve these problems of
classification.

2. Job Descriptions. The Committee recommends that the authority

6f Section III, para"i£,.USCIB Directive No. 16, be exercifed in that PERS
be authoriied to pro?ide the CSC with the information required by the
Cldssificatioﬁ Act of 1949 with the condition_ﬁhat the Jjob description be
personally handled by the Director of PERS or his representativg.aha returned

to NSA for permanent retention.




